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REARING ON CEUXIYiAR  PRUNE P R I V A C Y

Washinyton, D.C.
Fcbruaxy 5, 1997

Mr. Chairruan, members of the Subcon~mfttse, I would like to

thank you Ear hviting me to be with you today. I greatly

apprarciate  the opportunity CO present the vieubl of rlx Department

t2f Justice on cellular telephona privacy.

I would like to bagin wirh an important principle chat I

believe everyone aan agree upon. No one engag& ifi legal

activities Phould have to fear that hF= or her telephone

canversation8 are being surreptitiousiy liatoned to by &hers,

Even whan you are using a ccl.lular phone, you have the ri.ght to

expect Lhat your conversation% with your family, your frier,do or

yaur business aoaociates are cnly between you, and arc not

exposed to Ehe whole world. To enstire that &vat@ convmrsations

ref0al.h private, we need to rely upon both tccl-aical solutlona and

legal Protectiozus,  'The Department of &&ice has been doing, and

WI11 coxltinue to da, its part in protecting the privacy of

communicatior,s.

The statu.tcuz Fr-work

The principal federrrl law protecting the privacy of

teitpkne comnunicatinn8 is Title IfT of the orr~aibus Crime

Contxol and Safe Street Act of 1968, which is codified ee amended

at Sectiono 2510 t4 a521 Of TitAc ai3 aC the united states Code.
I
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Title  111 ganerally  forlitis thz intentionaL interaeption  4f any

WiFf3, oral or electronic communication without the oonsent of a

party tn tb conversation. 1 The smtute alao forbids the.

intentional disclosure or uge of Lhe contents of any wire, ma.1

or ekctronic communicrtior if you know or have reason to know

that the inCQrntatian war obtained through an illegal

intcrceptiun. 2

my person who intercepts or disclams A cornrrmnic8tion  in

violation of Title III iR subject to cz.A.minal pro@ecution,3  and

may be civilly liable to any parscn wiose communications are

intercepted.* Theme civil liabilities ten irrclude  statutory

damages of $10,000 or $100 a day (whichaver  ic; grcPate& or the

sum of the actual damages auffsrcd by the plaintiff and any

prflfits made by zhr violrtor OS a result- of the vi.ala~ian.~

Ordinarily, a criminal viaLstian of'Title 321 ip 8 felony,

punishable by a rrrirximum  penalty of five yeare in jail and a fine

of $X5~,000. 6 However, a~ yor: probably know, a cellular

telephons ccxveraatisn  is transmitted in port by radla and in

part over telephone wires. A6 originally enacted, Title III did

not clearly co-r the radio pozticn of cellular telephone

i z.8 w.ci,c!. 6 2511(S) (a).

18 U.6.t.. B 2!!11(4;,

4 18 U.S.C. B 2520.

5 la U.6.C.~ § 2523(c) (2).

6 la U.S.C.; 0 2511i41(8)
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zommuclcations. Ir, 1986, Title L.Kl was ammled by the Electronic

2olxnunications  Privacy Act (VZCPA~), which, among other

filled this gap. Today, therefore, it is illqal te

intcatioAally intercept the radjo portion of a cellrslirr

convernaticn, QT to hisclosc or 1188 such an intercepted

ccmmunfCation, knowing ox having reaeon ta believe it was

illagslly intexmpttd.

ft is Lhe mdio portion of cellular phone callo -'- that is,

the trmomission occurring between  the cellular talephana  rnd a

radio tower -- eha-, ir the moot: vulrxtrablt to interception. At

th8 tinue ECPA wa8 pasecd, arrti for a number of years thereafter,

Chia radio portioa could be intercepted by anyone with a police

scanner. Becauss the technology mde interceptiona  so ~i~plr,

Congress dekrxmined  t.hat, unless there wire: aggravat: isg

cim.mst~c40, the inttrceptim, d%slcsure,  cz USB of the radio

porrrim ~4 a cellulcrr telq41onc commcnFcation  shwld be treated

cA6 an infraction, the 1e3ast rcriotllp  category af federal criminal

offense .' No term of imprisonmenr is aulrhorized for thio

infraction, and the maximum fine ia $5,000.8

The interceptim, dl.tJcloeure  or use of the radio port;ion of

a cellular telephone cozversatian  cm, however, be charged a~ a

felony, If there are rcggmvatiag circumstancss. 'x%ose

7 18 W.S.C. 6i§ 3559(b) (9): 35fll.isI.

8 18 W.8.C. gfS ZSllICI (b) !L-Fb; 3571tcJ (71. The penalty
under ECPA was increased in 1994 from $500 to $5,000. Gectim
3571(d)  aleo provides for an alternative fine of :wicC th grQl6
yaLn to the defandy: or Zoss to the vibtirn.
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circumstances are: '[i) if the violation iti not a first offenra

ot (ii) if the act ie done far tortlous or illegal puxgoses (such

a.6 blackmail) or for puxporiles  of direct or indhxr comrr,ercizl

advantage cx private finamia;. gaiz. In such o cage, the

offender can be j.mpr2soned for no more t.Un five years, fined up

to $250,000, ax both.

To  prove a violation of Title II&, the gcverment must prove

that; the intcrcepgicl?, dlsclos~re, cm uoe was intcnticmal.  As

stated ir; the lsglslafive history, "I ~i]nt%ntioaal~~ meana mare

than that one vdcntarily engaged in aonduct or cauxred a result.

Such conduct or the causing of ths reeult mm have bema the

permx’s  conscious  object. ive."g

In a case iL?volving the disclOsurle  or use of an illegally

inrercepttd communication, the gcwerzment  mat algo show that ths

inrkivldual who disclorred ox used the intercepted co;mnunication

kr.ew or had reagtn to know "that the information was obtained

tkrough the interceptldn et a wire, oral, or electronic

communication fn violation of this subsection [of Title

1111 .,l10 ThiB language doe8 ncc permit a defendant to escape

liability by claiting that he or she did not know Puhat Tit=ie III

prahiblts. Txz ocher words, a Defendant cannot claim he cr sha

did not know thr law. Instead, the governmnt must prove only

that the defendant kn2.w  or had rearm CG know that tha

9 S'. Rep. No. in
1586

541, 99th Gong., 26 Seel. 23,
U.B. Cock Cons.

ented
& Admin. News 3555, 3557.

10 18 U.S.C. i§ 2511(I) (c), (cl).
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interaoptiaa was made under circuI[Lste.tices  which in fact violated

Title 111,

Meet ce11uJ.ar telephcnc:e broadcast irt a freqDtcncy between

800 and 9CO megahewte, a range Set aside by th6 Federal

Cmmmication~  Comniss:an (XC? for this type of use. As notsti,

for tnmy yeara after the passage of ECPA, it wa6 perfectly  legal

to manukcturs cr sell police scanner6 that wer@ capable cf

intercept&~  comnunicrticns  broackoet within that frquoxy. In

5993, however, in response to a Congressional marjdate, the FCC

issued a regalation reqxixing that no ptJblicly avail&l@ pcM.ce

acaruaar manufactured in or imported into the Ualted Ststecl after

that April of 1994 (the regulatAon's effective date) ohould be

able to .itlterC~pt franumission~ in the cellular frequency range.

The regulakion also reqUrao that tk+ti scanners not he able to be

readily altered by the user to pick up sudh frequencies,

Thus, while ueera of alder scanners can etill pick up

cellular clclephone call.rs, users of newer @cBnnerl that conrgly

with the FCC regulation -- including mny ir-dividllalb uhcz enjoy

listening to transmieEiona  of emergency servicea -- are mt able

to interdept the transmissions of cht radio portion of cellular

telephone tranarniseions,  and do nat

of cellular tekphone uflBrL3,

A greater threat to privacy is

pofie a threat to tke privaw

posed by individuals who

mdify their ecanncts so that they can 'intercepr: cellular

Celcphone tranmia6ionm. Under Title III, the modification of a

police ocmna~ may 'constitute a felony violl3tion  if that acannwr
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is senr tbrqugh Lhe mrril ox tranegcrtard in iuterotazu 01~ for&g

commefca. 11

TitAe 1x2 is not the only statute that may be Lmplicatcd  by

the interception of ccliular radio signals. Although rarely

empLoyed in these circumstances, secfion 7051a! OF the

CommLnlcations Act, 47 U,S.c. 8 t;OS(ai, proMbits, among other

thing&, tha urzsuthoziaed iuteroeption of ilny radio cammutication,

and divulging the contents of the communicntior.  knowing it vlae

improperly intexcepted, ana my be applicakKle to the radio

portion of the cellular cOmmtinication8.  WiXJ.ful Vlolat~ons of

Section 605laJ are pxishab~o by impri8omcnt of up to six

months, fines of not more than $2,000, or both.

EnfarCem- E:ffW

The Jus1-,icc  bepartmert kas, In appropriate ewes, proeecuted

ir1divibLaI.S  for the improper intcrccption, &sclosurE:  01: use of

comllssicatio~s. J'ustiae  Depart;ment statistics how that in tht

laet ftve yc8rs, alnuat  100 ca8es fiave been 4rougkt  cbar#ng

v.ioliltions  of 18 U.8.c. 1 2511. However, we do not keep separate

statisZ:ies identifying the particular type of communication thr.t

wae illegally intercepted, and rao wb art unable ta ~11 you huw

many of tkmee case@ involved cellular communications.
I~&niral and Leaa- 1seuPq

To the mctent that t)l.e radic portion o& c&lular

communics~ione can b63 easily intercepted, techairal 60lutiona may

eerve to bout prote& comrnunicetionr privacy by m61ifying  reMfly

2519,

I
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availah.le davsces. Ior example, t21e

is devel.:>ping products arti protocola
cellulx tclephon+ induatllry

thwl; rely upor. ?dYJBt

encryption to pxotect the radio partion 0$ celluiar

conamuzLcation6. Th Depaztrrer,t of Ju6tiioe silpports these etfart8

aa an important step towards preserving privacy, ao Lang a~ theee

tethnalogies arc implcmentsd ha a vriay that preserves law

cnforcemant  aceBoB to the unencrypt@d commun.ication  when Isyally

authorized.

Tk,c Department will z+lso invastigatze and prouecute the

illa~al interception or disclosurm of cellular calls, alrhough wa

must consider, wlran tstablishiag  invrst~gativta  priorikies, that

congrtes has seen fit to treat rruch offenses CI# infractions,

Cerrainly, il circurnstanceo  when the crbe may be B felany --

either because it iu B second or subclcquent  offerme, or because

the intarceptibc, disclosure, or uBe wad comitted for a t.ortlous

3~ illegal pur-pasa  or for puqmacs  of direct or indireat

aanmercial advantage or privat;e financial gair: -- that fecc will

be considarcd LE. dcterznining whether the case should be pursued.

However, the Subcommittee may w,ish to explore whather It

continua to make sense to art;ach siwificantly different

penalties to Lllegal isterce~tion  of a te:epIxone convcrraaticn

dapending on whether it wab :hc radio or non-radio portion of the

contenta of a ceilular telephone crll that was interoopted or

discl.oead. F'rom the po_i.nk of visw of *he pereon having  thei

canversaticn, Ithe invbion of privacy io thu same: If the
I
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mkmmrrtittee wants to canaidet- thie issue, we would be pleased to

work wir,h your Staff.

I would be happy at thir t;ime to answer ally qurrrtions.


